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Abstract: Generalized signcryption can run flexibly in three modes: signcryption, signature and encryption, and has
strong practicability.This paper combines lattice-based signature scheme and key exchange protocol to construct a trapdoor-
free generalized signcryption scheme.In the construction, a distinguishing function is introduced, which automatically identi-
fies the three modes of encryption, signature and signcryption according to the key conditions of the sender and the receiver.
This ensures the excellent symmetry of the algorithm in these three modes.Finally, based on the deterministic learning with
errors (LWE) problem on the ring, itused the method of FO13 toprove that the scheme satisfies the indistinguishability
against adaptive chosen ciphertext attack (IND-CCAZ2) security and the strong unforgeability against choosing message at-
tack (SUF-CMA) security.It is based on Fiat-Shamir with abort framework which does not use complex preimage sample al-
gorithmand trapdoor generation algorithm, so it has high computational efficiency.
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